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Consolidate & Centralize 
Fragmented Email Data to 
gain Visibility & Control

Manage Performance and 
Data Risks for On-Premise 
Email solutions

Protect email data in 
portable formats to reduce 
risks of data lock-in

Protect Legacy Email Data
for compliance and 
platform upgrades 

Extract mailbox data for 
compliance, litigations and 
sharing 

Protect data of Former 
Employees to support role 
transition & compliance 

Situations needing Superior Email Data Management 
Initiatives
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1 - Consolidate & 
Centralize 
Fragmented Email 
Data
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• Fragmentation is natural in any email 

environment

• Over time, Email data spreads across end 

points, backup devices & servers.

Situation

• Difficult to Protect & Secure information

• Difficult to Locate information on demand.

• Concerns of Data Safety, Data Theft and 

Data Integrity

Effect

• Improved Visibility into all your data

• Improved Compliance posture & Audit 

readiness.

• Reduced Data risks

Requirement

1 - Email Data Fragmentation and its Effects



Copyright © 2020 Mithi Software Technologies Pvt Ltd. All rights reserved.

✓ Create a central repository of live and 

legacy email data on an elastic data 

lake in the cloud.

✓ In-built automated migration tools, 

supporting multiple formats and 

sources, can help ingest the 

fragmented legacy data.

✓ Discover, Review and Retrieve data via 

the Vaultastic App to improve visibility 

and compliance.

✓ Pay per Use to optimize costs.

1 - The Solution with Vaultastic – Central Repository
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2 - Manage 
Performance & 
Data Risks with On-
Premise Email 
solutions
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• You are running a Legacy Email Environment on 

MS Exchange, Zimbra, CPanel, etc

• Aging infrastructure & Capacity Limits create 

Performance, Scalability & Continuity challenges

Situation

• Bloating mailboxes reduce Performance

• Quotas force deletion of email, Grow Local Data 

footprints and increase Data Risks

• An Upgrade or Refresh can be Expensive & Slow

Effect

• Higher Performance without an 

overhaul/disruption

• Reduced Data Risks

• Improved Business Continuity

Requirement

2 – Risks with On-premise Email Solutions
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Improve Performance with Hierarchical Storage

a. Journal a copy of every mail sent and 

received into individual user Vaults on the 

cloud.

b. Deploy a retention period on the primary 

mailboxes to keep them lean.

c. Users access recent mail via the primary 

mailbox and legacy mail from the vault.

Improve Compliance & Risk postures

a. A central repository of all Email improves 

Data Availability and reduces Data related 

Risks

2 – The Solution with Vaultastic – Hierarchical Storage
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✓Faster MS 
Exchange

✓Data Protected

✓Compliance 
ready

Outcomes

Hierarchical storage

❖ Archive the Live 
email stream.

❖ Apply retention on 
mailboxes to lean 
them

❖ Access legacy data 
via Vaultastic

Solution

❑ Bloating  mailboxes

❑ Degrading performance

❑ Expensive upgrade path.

Challenges

2 - How a Micro Finance company Preserved Investment on 
MS Exchange while improving Performance & Protecting 
Critical Email Data
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3 - Reduce Risks of 
Data Lock-in with 
your Email solution
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• Your Email solution runs off a major SaaS like 

O365, G Suite, etc.

• Over time, huge volumes of data are collected in 

the mailboxes.

Situation

• Limits prevent or slow down large scale data 

export, in effect causing a data lock-in.

• Loss of control over your own data, leading to lack 

of flexibility and choice.

Effect

• Ownership and full control over your data

• A strong Data Exit policy

• Data stored in portable, open formats 

Requirement

3 – Causes and Impact of Vendor/Data Lock-in
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Gain Control & Peace of Mind

1. Archive a copy of your email data to an 

independent, neutral repository

2. Benefit from Vaultastic’s assurance on data 

portability.

3. Rest assured with Vaultastic’s strong Data Exit 

policy

Other bonus Benefits

1. Leverage Hierarchical storage to reduce data 

risks

2. You are ready for easy migrations between 

mail platforms

3. Leverage the Archive for analytics, cataloging, etc

3 – Solution with Vaultastic – Protect Data in Portable 
Formats in a Neutral Infrastructure.
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4 - Preserve 
Legacy Email Data 
for Compliance
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• You migrated your email solution from on-premise 

to a major SaaS like O365, G Suite, etc.

• You didn’t migrate your legacy email data since It 

was slow, complex and expensive  

Situation

• Not having legacy email data in an accessible 

format is unproductive.

• You increase business risks by using traditional 

methods to preserve this data. 

Effect

• Preserve this legacy email data in a search ready 

form for compliance and knowledge management

• Solution should scale easily and be cost-effective

Requirement

4 – Slow, Complex & Expensive to Migrate Legacy Data
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Infrequently used data in Inactive (Cold) storage

1. Optimize costs by securely preserving infrequently 

used data in the Vaultastic INACTIVE store.

2. Copy data to Vaultastic ACTIVE Store to support 

deep and fast discovery during an 

audit/investigation.

3. Pay per use to further optimize costs.

Migrate data using Legacyflo

1. Automate the process of importing email data from 

your traditional stores to the cloud

4 – Solution with Vaultastic – Inactive Store to optimize 
costs
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5 - Extract Mailbox 
Data for 
Compliance, 
Litigation and 
Information sharing
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• You have email data in active mailboxes on your 

primary mail solution

• You need to selectively extract information & 

share with authorities, other workers, Legal teams.

Situation

• No simple tools to extract selective information.

• Lack of a central archive makes extraction clunky

• Involving users in compliance management may 

not align to privacy and legal policy.

Challenges

• A central, consolidated archive

• An easy, automated tool to extract information by 

date, time and for specific users (without the 

user’s knowledge)

Requirement

5 – Lack of a Central Archive makes Extraction Clunky
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5 – Solution with Vaultastic & Legacyflo

Central Archive

1. Preserve a copy of all data in a central archive for 

easy discovery and extraction.

Easy data Extraction Tools

1. Automated jobs to easily extract email data from 

user accounts, in portable formats, directly from 

the mail server and archival store like Vaultastic.

2. The extraction of email data can happen without 

the end user's intervention or involvement (if the 

primary mail platform supports delegated access).

3. Use the extracted data for audits, mailbox recovery, 

role transition or backups.
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6 - Save Data of 
Former Employees 
to support 
Compliance & Role 
Transition
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• You need to preserve data of former employees 

for Compliance and Litigation readiness

• Former employee email data is required to support 

smooth role transition.

Situation

• Leaving mailboxes disabled on the Primary mail 

solution is an unnecessary cost

• Storing email data locally can be risky and 

unwieldy. 

Challenges

• A cost effective safe, secure store for data of ex-

employees

• An easy way to extract or search through this 

information when required.

Requirement

6 – Preserving Former Employee Data can be Expensive
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For Frequent Access to data of Former Employees 

1. Use Vaultastic’s ACTIVE store that preserves 

mail in a search--ready form.

2. Use E-Discovery and Export on demand

For Infrequent Access to data of Former Employees

1. Use Vaultastic’s INACTIVE store to preserve 

emails in a raw portable form (lower cost)

2. Catalog the email using mail attributes

3. Search and copy required data 

4. Move to the Active store for deeper ediscovery, 

if necessary.

6 – Solution using Vaultastic: Inactive + Active Storage
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✓ 75% savings on protecting infrequently used data
✓ 50% savings on protection of live email vis a vis 

archiving on the native email platform
✓ Data in a portable format in a neutral location

A large NBFC saved 70% on preserving ex-employee data

• Employee

leaves

• Migrate

email to 

Vaultastic 

active store

• Delete user 

on G Suite

• Onboard

• Define 

and train 

on 

process

Day 0 Day 3 1 year 

3 months

• Follow 

process 

throughout 

the year as 

employees 

leave and 

save 40-45% 

annually.

• Mithi 

releases 

connector for 

Vaultastic 

Legacy 

Store (cold) 

to further 

compress 

costs

2 years

• Follow new 

process to 

save over 

70% 

annually.

A high employee turnover triggered growing costs of maintaining disabled subscriptions of former employees on G 

Suite. To counter these escalating costs and to stay compliant, this company needed to preserve email data of 

former employees, at compressed costs.

• Customer 

requests for 

solutions to 

compress 

costs further.

1 year

• 26TB on 

Legacy store

• Now ready 

to onboard 

50TB on 

Legacy store

• Start 

protecting 

live email of 

1000+ users

2 years

10 days

• 75TB on 

Legacy store

• Live 

protection of 

active email 

of 1000+ 

users

2 years

1 month

• Evaluating 

Ideolve for 

secure 

document 

sharing and 

collaboration

➢ Massive Cost Compression

➢ Reduced Risks of Lock-in

➢ Super Easy Migrations
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Explore more of Vaultastic

Discuss your Use case with an Expert – No 
obligations

https://vaultastic.mithi.com/
https://www.mithi.com/contact-us/?querytype=I%20want%20to%20talk%20to%20a%20solution%20architect

